
 
Enterprise security teams believe 
that technical staff that possess 

elevated privileges pose the 
greatest internal security risk 

to their organisations2
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Key determinant 

for approving top information security projects

Over half of enterprises believe they are inadequately
 equipped to detect insider espionage or stop hackers 

with malicious internet

What information security threat do you think is 
inadequately covered by your organisation today?5
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Enterprise security teams are struggling to adapt skillsets, 
tools, and controls at the pace of the digital transformation 

happening in their organisations 

of enterprises that use an MSSP plan 
to increase spending on managed security

services during the coming year

61%

of enterprises that do not currently
 use an MSSP plan to do so within 

the next 24 months

31%

PROGRAM WITH AN MSSP

OVERCOME THE CHALLENGES OF BUILDING YOUR OWN 

CYBERSECURITY 

R

According to @451Research, 31% of enterprises that currently do 
not utilise an MSSP plan to do so within the next 24 months1

Which of the following personnel 
types do you consider to be the 
greatest internal IT security risk to 
your organisation?

average budget increase across 
all enterprises
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Risk assessment
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The move to Managed Security Services
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17% 

of organisations are raising 
security budgets more than 25%16% 

average budget allocation toward 
securing hosted cloud 
infrastructure

22% 

of enterprises haven’t fully 
adopted their endpoint security 
solution due to lack of expertise

22% 

consider their information 
security program mature and 
optimised

5.3% 

classify their organisations as 
‘very vulnerable’ or ‘extremely 
vulnerable’ to cyber attacks

40% 

Compliance requirements and risk assessments are the main drivers 
for enterprise security projects1   

80% of organisations are increasing their security 
budgets, yet security struggles persist3,4,5 
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